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1. Purpose

The Roche Information Security Management System Framework requires IT System Owners to adequately protect their Roche information assets based on the value of the information the system processes. Roche IT systems process data of varying classifications including business critical information in order to protect all of the assets in our environment all IT Systems shall be configured and operated following the minimal security measure levels defined within this document. 

In order to support system owners in implementing the appropriate protection level Roche Global Information Security provides Minimum Security Baselines (MSB) for specific IT components that are frequently used or are part of the standardized infrastructure within Roche.  This MSB ensures  the minimal security requirements in terms of confidentiality, integrity and availability of the corresponding IT components. This MSB support the establishment of a global information security baseline for the Roche information assets processed on the IT component.

The purpose of this document is to define the Roche Minimum Security Baseline (MSB) or minimum security controls for Apache & PHP and its handling to ensure minimum risk to information assets and usability.

These goals also include:

· Alignment of Roche Standards for Apache & PHP which are already in place with Roche Global Information Security requirements and adjusted as needed.

· Provide configuration specifications as input into the IT Infrastructure Qualification process.
· Provide flexibility and usability by addressing usage of Apache & PHP and how to best secure it based on that usage.
2. Scope

This document applies to the following:

· Apache 2.1 & PHP 5.2
· Group Infrastructure and/or Applicable Service Provider
· Global
· Roche Pharma and Diagnostics Divisions
The following are explicitly out of scope:

· Dedicated hardening of the IT component (as this requires considering the application level as well).
· A full detailed guidance on how to implement the required security settings (as this can be differently achieved).

· Systems, that are not connected to the Roche Corporate Network.

· Systems that are not owned by Roche and/or do not process Roche information.

· Systems, that make use of the components referenced in this document but come as an appliance based solution.

· Systems or components that are part of a Medical Device.
3. Definitions

The following terms and abbreviations are used in this document:

	Term
	Description

	BCP
	Business Continuity Planning

	CGI
	Common Gateway Interface

	DFIS
	Diagnostics Finance Informatics Security Governance Function

	DRP
	Disaster Recovery Planning

	GIS
	Global Information Security Governance Function

	HTTP(S)
	HyperText Transport Protocol (Secure)

	IAM
	Identity and Access Management

	MPM
	Multi Processing Module

	MSB
	Minimum Security Baseline

	OS
	Operating System

	OSR
	Operating System Resource

	PGXS
	PGXS Pharma Informatics Security Governance Function

	PHP
	PHP Hypertext Preprocessor

	TCP
	Transmission Control Protocol

	DMZ
	De-Militarized Zone


4. Standards / Concepts
General Controls

· Logical Security – review of IT risks and internal controls to determine the potential for persons (either internal or external) to obtain unauthorized access to computer systems and/or data. Includes in-depth evaluation of passwords and reviews of other risky areas (like remote dial-in) that may be compromised in order for someone to obtain unauthorized access to sensitive/confidential or even proprietary information.

· Backup/Recovery and Off-site Rotation – the ability to provide periodic backups of the involved systems (operating systems, applications, data files). It also includes ‘archival’ of systems/data. Off-site rotation involves when/where/how the backup tapes are moved to a physically and environmentally secure facility in another area of town for safekeeping.


· Disaster Recovery Planning (DRP) - also called Business Continuity Planning (BCP) – The ability of the company to re-establish their computer data and systems in the event of a catastrophe (either natural or man-made) at an alternate location. DRP usually only implies recovery of computer systems and data; whereas, BCP involves recovery of all critical areas of a company (with computer systems/data “disaster recovery” an important part of overall recovery).

· Physical Security – The physical access controls and environmental controls of computer hardware facilities.


Patching Process

· Patch management is a circular process and must be ongoing. The unfortunate reality about software vulnerabilities is that, after a patch is applied today, a new vulnerability must be addressed tomorrow.


· Develop and automate a patch management process that includes each of the following: 


· Detect. Use tools to scan your systems for missing security patches. The detection should be automated and will trigger the patch management process. 


· Assess. If necessary updates are not installed, determine the severity of the issue(s) addressed by the patch and the mitigating factors that may influence the decision. By balancing the severity of the issue and mitigating factors, that can be determined, if the vulnerabilities are a threat to the current environment. 


· Acquire. If the vulnerability is not addressed by the security measures already in place, download the patch for testing. 


· Test. Install the patch on a test system (if available) to verify the ramifications of the update against the production configuration.


· Deploy. Deploy the patch to production computers. Make sure your applications are not affected. Employ your rollback or backup restore plan if needed. 


· Maintain. Subscribe to notifications that alert you to vulnerabilities as they are reported. Begin the patch management process again. 

Roche Standards follow the Roche Group Infrastructure Patching SOP.

Identity and Access Management
· The administrative process coupled with technological solutions which validate the identity of individuals and allow owners of data, applications, and systems to either maintain centrally or distribute responsibility for granting access to their respective resources to anyone participating within the IAM framework. IAM refers to the processes, technologies and policies for managing digital identities and controlling how identities can be used to access resources and consists of the following components: identity life cycle management, access management, and directory services.

File / Directory Access Control 

· Access control is the ability to permit or deny the use of a particular resource by a particular entity. In information security, access control includes authentication, authorization and audit. It also includes measures such as physical devices, including biometric scans and metal locks, hidden paths, digital signatures, encryption, social barriers, and monitoring by humans and automated systems.


Logging

· Processes to collect events (especially those that can lead to a security breach) within the system, reviewing of events and follow up on the findings.

Auditing
· Periodic review of the validity and reliability of the system and the corresponding information

5. Roles and Responsibilities

	Application Manager
	The Application Manager is responsible for:

· Define Apache Webserver configuration (modules, etc) and send it to webserver administrator
· Setting up PHP application 
· Selecting required modules 

· Request adjustment of configuration files and send it to webserver administrator

· Analyzing Apache log files
· Disabling of sample applications and default content
· Apply patches at application level

· Verify that all system and user resources access controls are set

	GIS
	GIS is responsible for:

· Updating this MSB as appropriate

	Webserver Administrator (usually PGI)
	The Server Administrator is responsible for:
· Setting up Apache Webserver with required Modules and Configurations
· Adjusting configuration files
· Installing,  configuring and hardening the servers

· Backing up and restoring files
· Monitoring and tuning performance

· Creating and maintaining user accounts (OS level)
· Verifying that only approved users hold security administrative and system authority
· Apply patches at OS level
· Defining folder locations

· Assigning restrictive access rights to server code and configuration files 

· Starting / Stopping the Server

· Creating Apache process ID and assigning access control rights

· Creating Web Authors and Web Developers IDs and assigning access control rights. These IDs are used to deploy content on the webserver. They are not necessarily needed to provide access to the development staff to the server environment.
· Verifying that the required access and activity logs exist

· Verifying that access to confidential contents are restricted
· Verify that only approved users hold security administrative and system authority
· Disabling of sample applications and default content

	Web Author / Web Developer
	The Web Author / Web Developer is responsible for:

· Providing Content for the Webserver

· Assessing if access restrictions are required for the published content (e.g. confidential material) 

· Defining security roles for particular sites and managing security permissions


Process
5.1 Securing and Hardening

5.1.1 General Controls

	DMZ Setup
	A Web server which is directly accessible from the Internet should be placed within a DMZ. 

Web server, database and application servers should be placed in different DMZs.

Components running in the DMZ must be hardened and follow the principle of least function
 and low complexity.

Apache web servers placed in DMZ area should be managed very carefully. In addition to hardening settings in this document, the following points should be especially considered for the servers:

· It is not suggested that the web server communicates directly with the application server. Instead, an application firewall (e.g. mod_security)  can be used to act as a medium for communication between the web server and application server. The usage of a application firewall is highly recommended for the communication between DMZ and the internal network. 
· It is suggested that a reverse proxy is installed in front of web servers. Providing this, load-balancing, caching and security features can be improved. Apache servers can be used as a reverse proxy within DMZs as well.

· Dynamic routing protocols in DMZ are not allowed.

· They should run services with unprivileged UIDs and GIDs whenever possible.

· They should disable all unnecessary server services and libraries.

· They should activate logging and all log files should be checked regularly for errors (e.g. automated monitoring).

· It is recommended to copy log files of DMZ servers through a remote server (remote logging)

	Identifications Web Server ID
	· Account used to run the web server with

· Unix Specific: 

· Must not have root authority 

· Must not have system privileges beyond what the web server requires to run

· Create a new, unique local group that the server will run as

· Create a new, unique local userid that the web server will run as with the default group being the one created in the bullet above

· Windows Specific: 

· The webserver must run as a unique userid, such as “webserver” or “domain\webserver”

· The userid must not hold security / system administrator authorities

· General notes on the user ID:
It is required to start Apache with a privileged account to be able to bind to a privileged port (such as tcp/80). Apache will build child processes to handle requests. These child processes have to run as a non-privileged user (e.g. account “nobody” on Linux). This account / group name can be specified  in the configuration file of the webserver (e.g. httpd.conf)

	Web Server Administrator
	· The web server administrator is an administrative account with full access rights for the webserver and the underlying system as far as required (e.g. apacheadm). He is the owner of the server code, configuration files and used to start / stop the webserver. Access for this user is granted locally. Since the main process has to be started with root privilege the user must be able to exec sudo on the apache start / stop scripts (CAUTION: The child processes of apache must not run with root privilege).

	Web Authors / Web Developers
	· Privileged account that can provide and change the published contents. He is the owner of the document tree in terms of the file system. Access for this user is granted on request within the datacenter. 
The definition of separate user IDs for authors and developers is not necessary if the webserver does not contain content that does directly reside inside the server. If the webserver is used in combination with PHP and the content modules are provided directly on the webserver, the definition of separate user IDs is highly recommended. This account has to be used to deploy content to the server. It is not intended to be used by development staff, but for administrative purpose of the web server (e.g. deployment of content)


5.1.2 Patching Process

	Details
	· Patches are used to fix minor bugs, security weaknesses or to add features which have not been included in the latest release. They can be downloaded from the authorized website (e.g. Redhat Network) which is the responsibility of the operating / engineering department. It is recommended to regularly check for new patches and keep the installation up to date.  

· System owners must subscribe to Roche ISART alerts relevant to its system (Apache and PHP) 
· Roche Standards follow the Roche Group Infrastructure Patching SOP


5.1.3 Identity and Access Management

	Encrypted Data Transmission
	· It is mandatory to protect login pages and Roche user accounts using SSL encryption.

· For encrypted data transmission the secure socket layer protocol (SSL) v3.0 (or higher) has to be used. 

· If the web server is using port TCP/433, it must be used for encrypted connections (HTTPS).

· For encryption of an Internet connection, a X.509 server certificate is required to be installed on the web server. Certificates are to be obtained from a designated Certificate Authority. Orders for externally-supplied certificates must be made using the designated purchasing process.

· For non-internet use (e.g. Intranet) a certificate provided by the Roche internal PKI can be used. 

· The server certificate is to be stored where the KeyFile Directive specifies

· The key file must be protected by file system access rights such that the one and only access privilege provided is for the webserver ID to read the file. 

· If running multiple web servers which require SSL, you may use additional ports for the encryption after the default port of 443 is used.


5.1.4 File / Directory Access Control

	Server Root
	· The ServerRoot directive sets the directory in which the server lives. Typically it will contain the subdirectories conf/ and logs/. Relative paths for other configuration files are taken as relative to this directory. The following settings are required for this directory: 

· Make the ServerRoot and everything under it owned by the Webserver administrator group. If necessary, give read-only access to some of the files to the userid that the web server runs as.

	Document Root
	· This directive sets the directory from which the web server will serve files. Unless matched by a directive like Alias, the server appends the path from the requested URL to the document root to make the path to the document. The following settings are required for this directory: 

· Unix specific: 

· Make the Document Root files modifiable by Webserver Administrator and the Web Authors / Web Developers, using additional subgroups as necessary 

· Windows specific: 

· The web server must have read-only access to the Document Root and its subdirectories. Never give read/write access to documents in the Document Root to the web server userID.

	Apache Operating System Resources (OSRs)
	· Operating System Resources for the web servers are directories and files which do not allow general users access to them. These areas control executables which keep the webserver running, contain configuration information and modules. 

· General users (excluding the webserver ID) are not allowed access to the following: 

· Configuration files directory (directory containing the configuration files required for the webserver) 

· Logs directory (directory containing the webserver logs)

· Bin directory (directory containing the webserver executables) 

· Load Module / LiveExec Modules

· Any module used as specified in the configuration file

· Access.conf: global access configuration file

· Httpd.conf: main server configuration file

· If the specific installation of Apache deviates from the locations defined in this technical specification, all controls must still be followed. The permission required above on the files must be followed. 


5.1.5 Logging

	TransferLog
	· Webserver log where activity is stored. 

· Defined by TransferLog Directive in Server Configuration file

· Or defined by CustomLog Directive with Minimum Common Log Format

· Logs must not be stored on the root partition

· Log Rotation has to be enabled.
· A remote log server for DMZ area should be placed on the RCN and properly protected by a firewall facility. Apache web server in DMZ should use this log server to remotely copy log files.


5.1.6 Auditing

	Details
	· Vulnerability Management 
· IDS
· Regular review of user accounts


5.1.7 Others

	Apache Configuration File Settings
	· The following settings are established via the httpd.conf file:

· By default, no other than the standard product provided modules are allowed. Moreover, mod_userdir must be disabled.

· Indexing is disabled, also no FancyIndexing. DirectoryIndex points to index.html, then index.htm, then index.php (if PHP is needed)
· ServerSideIncludes are disabled. This feature is provided by the Apache module mod_include. It is enabled using the Options +Includes directive in the Apache configuration (e.g. httpd.conf). For secure configuration verify, that this feature is not enabled in the Apache configuration. 
· CGI cannot be used. Dynamic content generation must be based on established Roche chosen technologies (e.g. PHP, ASP, Java).

· Different web sites are provided by one web server through VirtualHosting. Each website has to anticipate that it is running as one virtual host. The content provided by the virtual hosts have to be separated on the file system through the use of different directories, to which the DocumentRoot directive is pointing.

· For logging, the usual standard configuration is used, namely: ErrorLog logs/<vh_name>error.log and AccessLog logs/<vh-name>access.log common, where <vh_name> is an identifier for the given virtual host or empty for the base server. Sample configuration for these log files can be found in chapter “Apache2 configuration file settings (httpd.conf)” (section log configuration).
· ServerToken is set to ProductOnly.

· ServerSignature is set to off.

· Overrides are not allowed.

· Content from any other folder but the DocumentRoot must not be served by the webserver. Deny access to the root partition and explicitly allow access to special folders, where the content is placed. 

· A sample of the httpd.conf file can be found in the appendix.

	Security modules
	· For internet facing applications the use of an application firewall (e.g. mod_security) is recommended 


5.2 PHP Configuration

	PHP Operating System Resources (OSR)
	· Operating System Resources for PHP are directories and files which do not allow general users access to them. These areas contain executables and configuration files of the PHP installation. General users (including the webserver ID) are not allowed access to these files.  

	PHP Configuration
	· The following settings are given (through php.ini and/or httpd.conf):

· PHP is running inside Apache through the use of a corresponding Apache module.

· The PHP content has to be separated from the static content through the use of a dedicated directory below htdocs (e.g. named /PHP). Moreover, PHP files have to have the extension .php. 

· The Folder with PHP content is not accessible if the Apache PHP module is not loaded
<IfModule !php5_module>


     <Directory /apache2/htdocs/PHP>



AllowOverride None



Options None



Order deny,allow



Deny from all


      </Directory>
            </IfModule>

· Safe mode will be turned on (Safe_mode=on).

· The directory where executables can be contained is set to an empty directory (Safe_mode_exec_dir=/empty). 

· The safe mode include directory is set to a subfolder of the /PHP directory called /PHP/include. The access to this folder is denied via the web server´s httpd.conf file, to prevent the remote access to the content. All confidential parts of a PHP script (e.g. login information for Database server) is stored in a separate file under the /PHP/include path
<Directory /usr/local/chroot/apache2/htdocs/PHP/include>


     AllowOverride None


     Options None


     Order deny,allow


     Deny from all

           </Directory>

· The Open_basedir is set to the website’s /PHP directory and the general PHP library directory.

· Group IDs for use with safe mode are disabled (Safe_mode_gid=false).

· The directory where PHP scripts would be allowed to open files is set to the website’s /PHP directory.

· Only PHP environment variables can be changed (Safe_mode_allowed_env_vars=”PHP_”).

· Only PHP environment variables can be changed. (Safe_mode_protected_env_vars=”LD_PRELOAD, LD_LIBRARY_PATH”)
· Access to resources on the web is disabled (Allow_url_fopen=off). Moreover, other connections (than to the database) from PHP to any resource are not possible.
· Generally, access to files, ports and connections other than to the database is not provided. The following PHP functions are explicitly disabled. The following list provides an overview of functions that should be disabled by default. Only if one function is explicitly required for an application, the function should be requested and approved in a documented process. 

phpinfo, pfsockopen, fsockopen, opendir, readdir, chgrp, chown, chmod, copy, file, file_exists, filegroup, flock, fopen, fstat, fwrite, mkdir, popen, readfile, rename, rmdir, touch, unlink, ftp_*, imap_mail, imap_open, imap_popen, d*_open, d*_popen, d*_create, ifx_*onnect, mysql_create_db, odbc_pconnect, odbc_connect, ocilogon, coiplogon, ocinlogon, pg_connect, pg_pconnect, sybase_connect, sybase_pconnect, exec, shell_exec, show_source, system, passthru, session_save_path, pcntl_exec, mysql_pconnect, posix, setuid, posix, seteuid, openlog, apache_child_terminate, apache_get_modules, apache_get_version, apache_getenv, apache_note, apache_setenv, virtual

The following section provides a sample configuration for PHP that could be used for the secure setup.
· The PHP scripts have to terminate in at most 30 seconds (max_execution_time=30).

· The PHP scripts have to finish the handling of user input in at most 60 seconds
(max_input_time=60)

· The memory allocated by a scripts is bounded by 10MB (Memory_limit=10M).

· Environment variables are not provided as global variables to PHP, but can be accessed through corresponding arrays (Register_globals=off, track_vars=on).

· Special characters in the user provided input are always quoted (Magic_quotes_gpc=on, other Magic_quotes_*=off).

· File upload is disabled (File_upload=off).

· Expose_PHP, display_errors and display_startup_errors are turned off.

· Logging for PHP errors is enabled (log_errors = on)

· Error reporting level is set to all (error_reporting = E_ALL)

· PHP error logs have to be placed in a separate folder which is owned by the apache userID
(i.e.error_log = /var/www/logs/php/php_error_log)
· Persistent database connections are provided, with a maximum number of 100 persistent connections, and 1.000 connections at a time (mysql.allow_persistent=on, mysql.max_persistent=100, mysql.max_links=1000, mssql.allow_persistent=on, mssql.max_persistent=100, mssql.max_links=1000).

· The access information for the database server (e.g. database user and password) is provided via an file to be included named phpconnect.php located in the /PHP directory. The structure is as follows:
<?PHP
$HOST_DB_HOST = ‘examplehost.rdghosting.de’;
$HOST_DB_PORT = 3306;
$HOST_DB_USER = ‘examuser’;
$HOST_DB_PASSWD = ‘exampw’;
?>
For other database parameters, usage of databases etc. see the corresponding Minimal Security Baseline for Oracle, MSSQL and MySQL.
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7. Appendix
	General
	The following chapters contain sample scripts for the configuration of Apache webserver and PHP as described in the previous parts of this MSB. The samples shown in these scripts contain paths and environment specific details that have to be adapted to the specific configuration scenario. Also if the scripts describe the configuration under a linux operating system the purpose of the arguments and settings can be applied to any other environment with minor changes.


7.1 Apache2 configuration file settings (httpd.conf)

	
	#---------------------------------------------------

# httpd.conf Apache configuration File

#---------------------------------------------------

# ----------------- Start of environment config -------------------#

#which port to listen at (443 only if SSL communication is required and configured)

#see part “SSL Configuration” for further info

Listen 80

#user and group ID of Apache process

<IfModule !mpm_netware_module>

<IfModule !mpm_winnt_module>

   User daemon

   Group daemon

</IfModule>

</IfModule>

# ------------- End of environment config --------------------#

#-------------- Start configuration of server files -------------#

#location of the web server files

ServerRoot "/usr/local/chroot/apache2"

#location of the web server tree

DocumentRoot "/usr/local/chroot/apache2/htdocs"

#Deny access to the file system and 

#grant access in later configuration steps to specific directories

<Directory />

    Options None

    AllowOverride None

    Order deny,allow

    Deny from all

</Directory>

#Grant access to the htdocs folder where the content is placed (Document Root)

<Directory /usr/local/chroot/apache2/htdocs>  

    Order allow,deny

    Allow from all

</Directory>

#If secured area is needed you can use the apache authentication modules 

#sample shows mod_auth_basic 

#for password secured areas on the webserver the usage of #mod_auth_digest should 

#be considered, because of encrypted password transmission.

#All passwords must comply with the Roche password policy regarding #password length and complexity

#<Directory /xy>

#    AuthType Basic

#    AuthName "Secure Area"

#    AuthUserFile /usr/local/chroot/apache2/conf/password

#    require valid-user

#    Order allow,deny

#    Allow from all

#</Directory>

#Usage of CGI scripts should be disabled, so do not give access to the cgi folder

<Directory "/usr/local/chroot/apache2/cgi-bin">

    AllowOverride None

    Options None

    Order deny,allow

    Deny from all

</Directory>

#select the directory index files (index.php is only required in combination of apache and PHP)

<IfModule dir_module>

    
DirectoryIndex index.html index.htm index.php

</IfModule>

#do not serve specific files that can contain configuration information (e.g. .htaccess files)

<FilesMatch "(^\.ht|~$|\.bak$|\.BAK$)">

    Order allow,deny

    Deny from all

    Satisfy All

</FilesMatch>

#------------- End configuration of server files --------------------#

#------------- Start Log config -------------------------------------#

<IfModule log_config_module>

#The given Log Format directive adds a timestamp to every log file

#The files will rotate every 24h (86400 seconds)

#If a file size based rotation is preferred the following example might #be used, which rotates the log file after the file reaches a given size #limit (e.g. 10M)


#ErrorLog "|/usr/local/chroot/apache2/bin/rotatelogs 
#          /usr/local/chroot/apache2/logs/%Y-%m-%d-%H_%M_%S_error_log 
#          10M"

ErrorLog "|/usr/local/chroot/apache2/bin/rotatelogs 
           /usr/local/chroot/apache2/logs/%Y-%m-%d-%H_%M_%S_error_log 
           86400 +60"

LogLevel info

LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" 
          \"%{User-Agent}i\"" combined

LogFormat "%h %l %u %t \"%r\" %>s %b" common

CustomLog "|/usr/local/chroot/apache2/bin/rotatelogs 
          /usr/local/chroot/apache2/logs/%Y-%m-%d-%H_%M_%S_access_log 
          86400 +60" combined

</IfModule> 

#------------------ End Log config -----------------------------------#

#--------------- Start of PHP configuration --------------------------#

#Load the PHP module and add a type to serve

LoadModule php5_module        modules/libphp5.so

AddType application/x-httpd-php .php

AddType applicatoin/x-httpd-php-source .phps

#PHP files have to be placed in a separate folder under the Document root

#if the PHP module is not loaded the access to this folder is denied

<IfModule !php5_module>


<Directory /usr/local/chroot/apache2/htdocs/PHP>



AllowOverride None



Options None



Order deny,allow



Deny from all


</Directory>

</IfModule>

#confidential information in PHP scripts (e.g. password or access files for databases) 

#are placed in a sub-folder under the /PHP folder. These files must not be served by the 
#websever

<Directory /usr/local/chroot/apache2/htdocs/PHP/include>


AllowOverride None


Options None


Order deny,allow


Deny from all

</Directory>

#--------------- End of PHP configuration ---------------------------#

#--------------- Start of SSL Configuration -------------------------#

#SSL communication is served via port 443

Listen 443

<IfModule ssl_module>

    SSLRandomSeed startup builtin

    SSLRandomSeed connect builtin

</IfModule>

#for SSL communication a separate VirtualHost has to be configured

#the document root points to a folder with the content that has to be secured via SSL

#SSL can only be configured on an IP-basis (not name based)

#Certificates have to be requested from official authorities according to the Roche policy

<VirtualHost *:443>

   ServerName www.test.local

   DocumentRoot /usr/local/chroot/apache2/htdocs/vhostssl

   SSLEngine On

   SSLCertificateFile ssl/apache.pem

   SSLCertificateKeyFile ssl/apache.pem

   SSLProtocol all

   SSLCipherSuite HIGH:MEDIUM

</VirtualHost>

#---------------- End of SSL Configuration ------------------------#

#--------------- Start of general configuration settings -----------#

<IfModule mime_module>

    TypesConfig conf/mime.types

</IfModule>

#Default content Type

DefaultType text/plain

#wait up to x seconds for slow clients

TimeOut 60

#allow connections to be reused between requests

KeepAlive On

#allow a maximum of x requests per connection

MaxKeepAliveRequests 100

#wait up to x seconds for the next request on an open connection

KeepAliveTimeout 15

#impose no limits on the request body

LimitRequestBody 0

#allow up to x headers in a request

LimitRequestFields 100

#each header may be up to x bytes long

LimitRequestFieldsize 8190

#the first line of the request can be up to x bytes long

LimitRequestLine 8190

#limit the XML request body to x bytes (Apache 2.x only)

LimitXMLRequestBody 1000000

#maximum number of processes

ServerLimit 16

#how many processes to start with

StartServers 2

#how many threads per process to create

ThreadsPerChild 25

#minimum spare threads across all processes

MinSpareThreads 25

#maximum spare threads across all processes

MaxSpareThreads 75

ServerAdmin you@example.com

ServerSignature Off

ServerTokens prod

#------------ End of general configuration settings -----------------#
   


7.2 PHP configuration file (php.ini)

	
	;---------------------------

;php.ini configuration file 

;---------------------------

safe_mode                  = on

safe_mode_exec_dir         = /empty

safe_mode_include_dir

= usr/local/chroot/apache2/htdocs/PHP/include

open_basedir               = /usr/local/chroot/apache2/htdocs/PHP:/usr/local/chroot/php/lib/php/PEAR

safe_mode_gid              = false

safe_mode_allowed_env_vars = PHP_

safe_mode_protected_env_vars = "LD_PRELOAD,LD_LIBRARY_PATH"

disable_functions           = phpinfo, pfsockopen, fsockopen, 

                              opendir, readdir, chgrp, chown, chmod, 

                              copy, file, file_exists, filegroup, 

                              flock, fopen, fstat, fwrite, mkdir, popen,

                              readfile, rename, rmdir, touch, unlink,

                              ftp_*, imap_mail, imap_open, imap_popen,

                              d*_open, d*_popen, 

                              d*_create, ifx_*onnect, mysql_create_db, 

                              odbc_pconnect, odbc_connect, ocilogon, 

                              coiplogon, ocinlogon, pg_connect, 

                              pg_pconnect, sybase_connect, 

                              sybase_pconnect, exec, shell_exec, 

                              show_source, system, passthru, 

                              session_save_path, pcntl_exec, 

                              mysql_pconnect, posix, setuid, posix, 

                              seteuid, openlog, apache_child_terminate, 

                              apache_get_modules, apache_get_version, 

                              apache_getenv, apache_note, apache_setenv,

                              virtual

enable_dl


      = off

include_path


=/usr/local/chroot/apache2/htdocs/PHP/include

register_long_arrays

= off

register_argc_argv

= off

max_execution_time 

= 60

max_input_time


= 60

memory_limit


= 128M

register_globals      
= off

track_vars


     = on

magic_quotes_gpc

     = on

magic_quotes_*


= off

; only if large file uploads are not planned for the application

file_uploads


= off

upload_max_filesize        = 2M

post_max_size              = 10M

expose_php


     = off

display_errors


= off

display_startup_errors
= off

allow_url_fopen


= off

log_errors                 = on

error_reporting            = E_ALL

; File System permission has to allow write access to this folder

error_log                  = /var/www/logs/php/php_error_log

;sample might be adapted

mysql.allow_persisten

= on

mysql.max_persistent

= 100

mysql.max_links


= 1000

mssql.allow_persistent
= on

mssql.max_persistent

= 100

mssgl.max_links


= 1000
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� In a given environment only those features of a product or a technology should be enabled that are really required to perform the tasks that an application / product is required to do. Every additional feature that is added to an environment comes with additional risk and increases the possible attack surface of an environment. 
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