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1. Purpose

The Roche Information Security Management System Framework requires IT System Owners to adequately protect their Roche information assets based on the value of the information the system processes. Roche IT systems process data of varying classifications including business critical information in order to protect all of the assets in our environment all IT Systems shall be configured and operated following the minimal security measure levels defined within this document. 

In order to support system owners in implementing the appropriate protection level Roche Global Information Security provides Minimum Security Baselines (MSB) for specific IT components that are frequently used or are part of the standardized infrastructure within Roche.  This MSB ensures  the minimal security requirements in terms of confidentiality, integrity and availability of the corresponding IT components. This MSB support the establishment of a global information security baseline for the Roche information assets processed on the IT component.

The purpose of this document is to define the Roche Minimum Security Baseline (MSB) or minimum security controls for MYSQL and its handling to ensure minimum risk to information assets and usability.

These goals also include:

· Alignment with Roche Global Information Security requirements with Roche Standards for MYSQL which are already in place and adjusted as needed.

· Provide configuration specifications as input into the IT Infrastructure Qualification process.
· Provide flexibility and usability by addressing usage of MYSQL and how to best secure it based on that usage.
2. Scope

This document applies to the following:

· MYSQL
· Group Infrastructure and/or Applicable Service Provider
· Global
· Roche Pharma and Diagnostics Divisions
The following are explicitly out of scope:

· Dedicated hardening of the IT component (as this requires considering the application level as well),

· A full detailed guidance on how to implement the required security settings (as this can be differently achieved).

· Systems, that are not connected to the Roche Corporate Network.

· Systems that are not owned by Roche and/or do not process Roche information.

· Systems, that make use of the components referenced in this document but come as an appliance based solution.

· Systems or components that are part of a Medical Device.
3. Definitions

The following terms and abbreviations are used in this document:

	Term
	Description

	BCP
	Business Continuity Planning

	CIFS
	Common Internet File System

	DFIS
	Diagnostics Finance Informatics Security Governance Function

	DMZ
	De Militarized Zone

	DRP
	Disaster Recovery Planning

	GIS
	Global Information Security

	IAM
	Identity and Access Management

	MSB
	Minimum Security Baseline

	PGXS
	Pharma Informatics Security Governance Function

	Meta Data
	Meta data are the data structures that stores the information about directories, files and the location of data blocks, but not the data blocks them self


4. Standards

General Controls

· Logical Security – review of IT risks and internal controls to determine the potential for persons (either internal or external) to obtain unauthorized access to computer systems and/or data. Includes in-depth evaluation of passwords and reviews of other risky areas (like remote dial-in) that may be compromised in order for someone to obtain unauthorized access to sensitive/confidential or even proprietary information.


· Backup/Recovery and Off-site Rotation – the ability to provide periodic backups of the involved systems (operating systems, applications, data files). It also includes ‘archival’ of systems/data. Off-site rotation involves when/where/how the backup tapes are moved to a physically and environmentally secure facility in another area of town for safekeeping.


· Disaster Recovery Planning (DRP) - also called Business Continuity Planning (BCP) – The ability of the company to re-establish their computer data and systems in the event of a catastrophe (either natural or man-made) at an alternate location. DRP usually only implies recovery of computer systems and data; whereas, BCP involves recovery of all critical areas of a company (with computer systems/data “disaster recovery” an important part of overall recovery).

· Physical Security – The physical access controls and environmental controls of computer hardware facilities.


Patching Process

· Patch management is a circular process and must be ongoing. The unfortunate reality about software vulnerabilities is that, after a patch is applied today, a new vulnerability must be addressed tomorrow.


· Develop and automate a patch management process that includes each of the following: 


· Detect. Use tools to scan your systems for missing security patches. The detection should be automated and will trigger the patch management process. 


· Assess. If necessary updates are not installed, determine the severity of the issue(s) addressed by the patch and the mitigating factors that may influence the decision. By balancing the severity of the issue and mitigating factors, that can be determined, if the vulnerabilities are a threat to the current environment. 


· Acquire. If the vulnerability is not addressed by the security measures already in place, download the patch for testing. 


· Test. Install the patch on a test system (if available) to verify the ramifications of the update against the production configuration. 


· Deploy. Deploy the patch to production computers. Make sure your applications are not affected. Employ your rollback or backup restore plan if needed. 


· Maintain. Subscribe to notifications that alert you to vulnerabilities as they are reported. Begin the patch management process again.
Roche Standards follow the Roche Group Infrastructure Patching SOP


Identity and Access Management


· The administrative process coupled with technological solutions which validate the identity of individuals and allow owners of data, applications, and systems to either maintain centrally or distribute responsibility for granting access to their respective resources to anyone participating within the IAM framework. IAM refers to the processes, technologies and policies for managing digital identities and controlling how identities can be used to access resources and consists of the following components: identity life cycle management, access management, and directory services.

File / Directory Access Control 

· Access control is the ability to permit or deny the use of a particular resource by a particular entity. In information security, access control includes authentication, authorization and audit. It also includes measures such as physical devices, including biometric scans and metal locks, hidden paths, digital signatures, encryption, social barriers, and monitoring by humans and automated systems.


Logging

· Processes to collect events (especially those that can lead to a security breach) within the system, reviewing of events and follow up on the findings.

Auditing
· Periodic review of the validity and reliability of the system and the corresponding information

5. Roles and Responsibilities

	System Owner
	The System Owner is responsible for:

· Installing and configuring application software

· Apply the security settings described on this MSB

· Monitoring and tuning performance 
· Test carefully and apply security patches at application level

	GIS
	GIS is responsible for:

· Monitoring appropriate patch levels and intrusions 
· Update this MSB as appropriate

	Server Administrator (usually PGI)
	The Server Administrator is responsible for:

· Installing and configuring servers 

· MYSQL is not in supported by  PGI, only OS level support can be provided. 
· Apply patches at OS level

	Roche Employee
	The Roche employee is responsible for:

· Using MYSQL for management approved purposes only


Process
	Description
	· Only install MYSQL from a RHN Satellite.
· Since the production of the installation CD/DVD new security problems will have been detected. Always install the most recent updates in order to provide a secure system service.


5.1 Securing and Hardening

	Firewall
	· Put a Firewall between your Server and the Internet. 

· Always block the ports 3306, 1186 and 2273 (both TCP and UDP) on your perimeter firewall.

· In a multi-tier environment, use multiple firewalls to create screened subnets

	Install the latest errata updates
	· Apply most recent update packages from RHN Satellite 

	File System Type
	· In Linux systems, Ext3 is the preferred file system for installations of MySQL. It is the most stable and tested file system for Linux. It uses journaling mechanisms to provide a higher meta data integrity. It can even be configured to use journaling for the data itself. Data journaling imposes a high load on the server and slows down write operations significantly. Under normal conditions journaling of meta data is sufficient.

·  In Windows systems NTFS should be used. It is more stable and recoverable than FAT file systems, and enables security options such as file and directory ACLs. .

	File System Encryption
	· For stronger security it is recommended to use dm_crypt (Also called cryptsetup-luks in RedHat Enterprise Linux 5) on the partition hosting the database files in Linux systems. This however creates a higher load on the computer and can slow down the system during all operations on this partition. An encrypted partition is only necessary if the physical access to the system can not be restricted. 

	Surface and feature reduction
	· Reduce the surface area of your system that is exposed to attack by running only those services and features needed in your environment.

	Turn on encryption (SSL)
(must if MySQL is used for authentication)
	· Enable encrypted connections to your server, and consider allowing only encrypted connections

· When using a MySQL server for authentication (pam-mysql or nss-mysql) and the authentication agent is not on the same host as your database, you must use an SSL encrypted tunnel to secure the session.

	Do not propagate SQL Server errors back to user
	· Your application must not return MySQL errors to the end user. Log them instead, or transmit them to the system administrator.

	Prevent SQL injection
	· Defend against SQL injection by validating all user input before transmitting it to the server

· Limit the scope of possible damage by permitting only minimally privileged accounts to send user input to the server

· Run MySQL itself with the least necessary privileges

	Backup
	· Use mysqldump or mysqlhotcopy to create a dump or a copy from your running database respectively. Do not forget to include the binary log for incremental backups and point in time recovery.

	Views (optional)
	· You can create views so that a specific user only sees rows that meet his privileges and/or restrictions.

	Linux specific settings
	· The service account must never be used for login. All maintenance operations have to be performed with the super user ‘root’. The MySQL server will give up administrative privileges immediately after start up and will switch to the service account ‘mysql’. When installing MySQL from the Red Hat package the service account will automatically be created with the right settings.

· Install the most recent MYSQL package for your Linux distribution from a trusted source.
· The service account ‘mysql’ must have an invalid password. This disables logins with the service account.

	Windows specific settings
	· Do not use the --enable-named-pipe option on Windows.


5.2 Services Security

	Description
	· The MySQL executables must be owned by the system administrator and not writable by anyone else so that is impossible for ordinary users to modify the files and inject malicious code. The executable should also not be owned by the service account (normally named ‘mysql’) because in case the database server gets hacked an attacker could modify one of the executables. If that would happen there’s a chance that the administrator executes one of these modified files. The result would be a so called ‘privilege escalation’.

· The database and the log files must not be readable by other users than the service account. If others could read these files they could retrieve information that should not be reviled.

· The executables, database and log files are created with the appropriate permissions during MySQL installation. 
· With ‘LOAD DATA LOCAL’ it can be possible to read any file the web server has access to, if the attacker succeeds in injecting this command into an web application. By setting the option ‘local-infile=0’ in the ‘mysqld’ section of ‘my.cnf’ it is possible to disable this feature an there for eliminate this security risk. This is not done by default in Red Hat Enterprise Linux 5.

· With MySQL 4.1 a new authentication scheme was introduced. MySQL 5.0 still supports the old one for compatibility reasons. But it is highly recommended to use the new one because of its superior security. To enforce this, the support for the old authentication scheme must be disabled by setting the options ‘old_passwords=0’ and ‘secure-auth=1’ in the ‘mysqld’ section of ‘my.cnf’.
Red Hat Enterprise Linux 5 enables the password compatibility by default. So you must deactivate it yourself.

· ‘skip-grant-tables’ is a highly dangerous option because it can completely disable the use of the privilege system. When activated, any user can do anything with any database, including ‘DROP DATABASE’ and other destructive commands. So this option must be deactivated under any circumstance by writing ‘skip-grant-tables=0’ into the ‘mysqld’ section of ‘my.cnf’ or by completely removing it from the configuration file.

· A user can only create new users if he has the INSERT privilege for the table ‘mysql.user’ while the option ‘safe-user-create=1’ is set in the ‘mysqld’ section of ‘my.cnf’. 

· In Linux systems, if the MySQL service is accessible from outside your network it is strongly recommended to run MySQL in a chroot environment that will limit the impact of an exploit to that chroot environment while guarding the rest of the system. Access to the database will then only be possible via network.

	File system permissions
	· Make sure that all executables from MySQL are owned by and are only writable by the system administrator (user ‘root’ in Linux)

· The database and log files must be owned by the service account. Other users must not be able to read or write these files.

	File uploads from clients
	· Disable the use of ‘LOAD DATA LOCAL’ by setting the appropriate option in the MySQL configuration file.

	Password Compatibility
	· The insecure authentication scheme from old MySQL versions is not needed so it must be disabled.

	Deactivation of access controls
	· The option ‘skip-grant-tables’ can causes the server not to use the privilege system at all. All users have full access to all tables.

	Command access
	· Do not grant the PROCESS, FILE, or SUPER privileges to non- administrative users.

	Limitation of user creation
	· With this enabled a user can’t create new users with the GRANT command as long as the user does not have the INSERT privilege for the mysql.user table.

	Isolation of Services
	· Isolate services to reduce the risk that a compromised service could be used to compromise others.

· Run MySQL in a chroot environment if it is accessible from outside your network.

	Encryption
	· If your clients connect oven an insecure network (e.g. the Internet) and you must encrypt the connection from the client to the server. To enable the usage of SSL in the MySQL server you have to specify the options ‘ssl=1’, ‘ssl-key=<path to key file>’ and ‘ssl-cert=<path to certificate file>’ in the ‘mysqld’ section of ‘my.cnf’. To force the server to only accept secured connections you have to use ‘REQUIRE SSL’ clause in the ‘GRANT’ statement for every user that can connect over an insecure network. There are several other options and ‘REQUIRE’ clauses that can be used to further tune the usage of SSL. Please refer to relevant documentation given in the reference section.

· Certificates should use the fully-qualified DNS name of the server.
· Other encryption methods: http://dev.mysql.com/doc/refman/5.1/en/encryption-functions.html

	Network Access
	· If the MySQL service must not be accessible from other servers and you are running other services on the same computer  you should disable networking in MySQL and access the database via local sockets. This can be accomplished by setting the option ‘skip­networking=1’ in the ‘mysqld’ section of ‘my.cnf’.

	Network Interface
	· Binding MySQL to a specific interface can be useful on a multi homed server when MySQL should not be accessible on all interfaces. On servers with only one network interface it can be use to bind MySQL to the loopback interface when running in a chroot environment so that the database engine is only accessible through other services like a Apache web server or a tomcat application server. This can be accomplished with ‘bind­address=<ip address>’ in the ‘myslqd’ section of ‘my.cnf’.

	Binary Log
	· If you need point in time recovery for your data you must activate the binary log of MySQL by giving a base file name to the option ‘log-bin’ in the ‘mysqld’ section of ‘my.cnf’. Don’t forget to use the other options for tuning the creation of the binary log. And make sure that the binary log files are only readable by the mysql user and root. The binary log is not activated by default in e.g. Red Hat Enterprise Linux 5 because it imposes a small performance penalty on the database.

	File path restriction
	· If your application uses the function LOAD_FILE( ) or one of the statements LOAD DATA and SELECT … INTO OUTFILE you should consider restricting the files that can be affected to a given path and the directories underneath. This can be achieved by specifying the option ‘secure-file-priv=<path>’ in the ‘mysqld’ section of ‘my.cnf’.


5.3 Cleaning Up the Installation

	Description
	· The MySQL server ships with no password for administrative account. So you have to immediately set your own password for the user ‘root’. You could do this with the command line tool ‘mysqladmin’ which ships with the package. Or you could login the database after starting the server and use the SQL command “SET PASSWORD …” You should use the second method because in both cases the password will be written to a history file in clear text. But removing ‘.mysql_history’ after exiting the client program is much easier than removing the BASH history file while still running the shell.

· Removing the administrator accounts which permit login from an other host as ‘localhost’ protects against a remote hacker executing a brute force attack by trying all possible password for the user ‘root’.

· .

	Password for administrative account
	· Set a password for the administrative account named ‘root’ according to the Roche Password Policy.

	Disable remote administrator access
	· Remove all administrative accounts where the allowed client host is not ‘localhost’

	Sample database
	· The sample database named ‘test’ should not be used because its name is well known. There for it should be delete by issuing “DROP DATBASE ‘test’;” in the MySQL client. The databases ‘mysql’ and ‘information_schema’ are needed by the database engine and must not be deleted!

	Anonymous user
	· An anonymous account allows a client to connect with any username if it connects from the host listed in the account record. This can be dangerous, especially with the default installation from mysql.com because these anonymous users may connect to the database ‘test’ or any database whose name starts with ‘test_’. There for the anonymous user should be deleted by entering “DROP USER ‘’;” in the client program. Currently MySQL is deployed without an anonymous user but that could change. There for you should always check for the existence and delete him if necessary.

	mysql_secure
	· All these tasks can be automated by executing the script ‘mysql_secure_installation’. Be careful: This script only recognises the administrative user named ‘root’. Others administrative accounts with other names that have possibly been created later will be ignored


5.4 Auditing Level

	Description
	· After activating the general query logging in MySQL the database will log each and every query to the specified log file. This makes it possible to scan for failed login attempts by simply greping the log file for an appropriate error string.

· This option has a downside: It is it self a security risk because it logs all queries to the file system. If access to the log file is not properly secured it is possible that any user with access to the file system can read confidential information from the log file. Further more activating this option will result in a big performance penalty because all queries that could otherwise be done in memory now require a write access to the file system and the underlying hard disk.

· Because of that this option should only be used for debugging or if there’s evidence for an ongoing attack to the database.

	Log failed login attempts
	· It is recommended to activate general query logging in MySQL.


5.5 Secure Operation

	Administrator reduction
	· Restrict the knowledge of the password for the ‘root’ user (or users with equivalent privileges) to a few trusted individuals.

	Strong passwords
	· Ensure that you use complex passwords for all MySQL user accounts according to the Roche Password Policy.

	Permissions
	· Never grant permissions to the anonymous user. It is more secure to drop that user.

	Password less accounts
	· Do not create accounts without a password.

	Service account
	· If you need to change the account associated with the MySQL daemon/service be sure to change the ownership and group association of the database files too. Do not give read access to “others” in the file system.

· Use a low-privileged account to run the MySQL daemon/service.

	Password exposure
	· If you change or set a password, make sure you delete the MySQL history file ‘~/.mysql_history’ immediately afterwards.

	Multi database access
	· Do not grant a user access to multiple databases if you do not really need to.


5.6 Recommended Periodic Administrative Procedures

	Scanning logins
	· Periodically scan the user table for accounts with NULL passwords and remove them or assign them strong passwords.

· Delete unused accounts.

	Enumerate administrative accounts
	· Periodically scan the user table to ensure that administrative privileges are only granted to trusted individuals.

	Dangerous privileges
	· Periodically scan the authorization tables for accounts with dangerous privileges.

	Automatic procedures
	· Verify the safety of triggers and stored procedures that are used in triggers.

	Direct access to system database
	· Make sure that there are no non administrative users which have access to the system database ‘mysql’ which stores the authentication and authorization information.


5.7 Patching

	Instance detection and enumeration, Patch application
	· Roche Standards follow the Roche Group Infrastructure Patching SOP

	Patch application
	· Maintain test systems that match the configuration of your production systems and are readily available for testing new patches.

· Test patches carefully before applying them to production systems.

· Consider patching development systems with relatively little testing.

	Instance detection and enumeration
(optional)
	· Keep an inventory of all versions of MySQL servers for which you are responsible

· Use nmap and OpenVAS to scan you network for MySQL instances.  (SOCC also provides a Vulnerability Management service that could be used to identify MySQL assets.)
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